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no I poonenckou obracmu

Cocrosinue NMPEeCTYNNHOCTH B chepe NMPOTUBOACHCTBUS
KHOepIpecTYIMHOCTH.

Cornacno cratuctuke 3a 2024 rog Ha Tepputopuu I'pogHeHCKON 001acTh
N0 JIMHUM TPOTUBOACHCTBUA  KUOEPIPECTYMHOCTH  3apPETHCTPUPOBAHO
1848 npecrymienuit (mpotus 1529 B 2023 roxay), u3 koropeix 1715 (92,8%) —
XMIIEHUS JeHeKHBIX cpeacTB: 1056 (3a 2023 rox — 301) — coBepIlICHHBIX MyTeM
momenandyecTa, 593 (1096) — mnyrem MoaudUKAIUH KOMITBIOTEPHOM
uHpopmalu 1 66 (23) — myreM BbIMOTaTeJIbCTBA.

3a sHBapp — ¢epanb 2025 roga — 322 npecrymienus (433 3a
aHayornuHbIi epuo 2024 r.), u3 koropsix 312 (96,8%) — xuineHus AeHEKHBIX
cpenctn: 181 (277) — mytem momeHHau4dectsa, 121 (105) — myTem Moaubukanmumn
KoMIibroTepHOM nHpopmaru 1 10 (18) — myTeM BeIMOTaTeNnbCTBA.

Otmeuaercs JTaBUHOOOPA3HBIN pocT pacupoCTpaHEHHUs
3JI0YMBIIUJIEHHUKAMU B COLIMAJIBHBIX CETSAX, MECCEH/PKEPAaX U MHBIX WHTEPHET-
pecypcax pa3jiM4HOIo pojJa CCbUIOK Ha (DUIIMHTOBBIE PECYpPCHI, B TOM YHCIIE B
XoJle pekiambl (PEMKOBBIX HHBECTIPOECKTOB M aKIUWA OT MMEHU KPYIHBIX
0eopyCcCKUX KOMIaHuM, 0aHKOBCKHUX YUPEXKIACHUN U TPEUTMHTOBBIX KOMITAHU
0 TOPrOBJI€ AaKTWBaMH, B TOM 4YHCIE MOAKPEIUVIEHHOW CO3AaHHBIMU
MOCPEJICTBOM HEWpoceTell M HMCKYCCTBEHHOTO MHTEIUIEKTa Aundedkamu c
HNOJJENbHBIMUA HU300pPKEHUAMU M BUICOPOJIMKAMH HM3BECTHBIX MEIHMHBIX
JIMYHOCTEMN Y MPEICTABUTEIECH BIACTH.

B 2024 rogy otaenom nudpoBOro pa3BUTH IPEABAPUTEIHHOTO CIICICTBHS
YCK mno I'pomnenckoit obnactu (manee — OLIPIIC) mo yromoBHBIM nenam
pervoHa BbigBIeH 121 GUIIMHTOBBIM HMHTEPHET-PECYPC M HMHULMHPOBAHA HX
OJIOKMpPOBKA, B TEKYyIIEM roay — 28.

Kpome »srtoro, OLPIIC nyrem wmoHuTOpuHra cetu HMHTEpHET
JOTIOJIHUTEILHO 32 mocieaHue 4  Mecsilla BbISBICHBI /10 MOMEHTa
IIPOTUBOINPABHOTO UCITOJIB30BAaHUS 3JI0YMBIIIJIEHHUKAMU B OTHOLIEHUU IPaXK1aH
pecnyonuku 262 aHaJOTUYHBIX (PUIIMHTOBBIX pecypca, MO KOTOPHIM TaKkKe
IPUHSTH MEPHI K OJIOKUpOBKE. X KOTMYECTBO MPOIOJIKAET PACTH.



XUIeHNE JCHEKHBIX CPEJCTB MyTeM MOAU(PUKAINMN KOMNBLIOTEPHOI
HH(OPMAIIUM 3JIOYMBIIIUIEHHUKAMH COBEPIIACTCS B pe3yJIbTaTe MOJMyUCHUs
JocTyna K OAaHKOBCKOMY CYETY C MCIOJb30BAaHHEM IEPEIaHHBIX BIIAICIIBIIEM
cdera PEeKBU3UTOB 0OAHKOBCKOW KapThl, MyTeM JOCTyIla K CUCTEME HHTEPHET-
OaHKWHT WM K MOOWJIBLHOMY YCTPOMCTBY MOTEPIICBIIETO 4Yepe3 YIaJICHHBIC
IPOTPaMMBEI.

XuieHne MyTeM MOIIeHHHYeCcTBa COBEpIIAcTCS B pe3yjIbTaTe
WCIIOJIb30BAHUS TPECTYIMHUKOM TaK Ha3bIBAEMBIX METOJOB COIHATIBHOM
WH)XCHEpUH, KOTJa TOTEPIEBIIETO BBIHYKIAIOT TOJ BHJIOM 3BOHKAa OT
COTpYIHUKA OAHKOBCKOTO YUPEXKICHHUS HIIN MPABOOXPAHUTEIHLHBIX OPTaHOB (BCE
qame BCTPEYAIOTCS CMEIIaHHBIE CXEMbl OT HWMEHH pa3HbIX CTPYKTYD)
JT0OPOBOJIBFHO OCYIIECTBUTH ITEPEBOJT ACHEKHBIX CPEJICTB IS UX «COXPAHCHUSY,
«IICKJIApUPOBAHUS», TIOJI TIPEIJIOTOM «H30€KaTh UX U3BATHE B XOJ€ 0OBICKA, C
IIEIbI0 TTOMMKH MOIIICHHWKA WM HEYHUCTOTO Ha PYKy paOOTHHWKA OaHKa, IO/
IIPEJIOTOM WHBECTHUPOBAHMS B TPEHIUHTOBBIC OMP)KH, aKTHBBI U T.I1., a TAKXKE B
KauecTBE MPEeIOIUIaThl 3a TOBap B (PEHKOBOM WHTEpHET-MaraswHe, 3a apeHIy
KUJIbS U T.1I.

3adukcupoBaHHble (aKkThl BbIMOTaTeJbCTBA B MHTepHeTe B OOmbIeH
YacTH CBSI3aHBI C BHICKAa3bIBAHMEM TPEOOBaHUU MEPEBOJA JEHEKHBIX CPEICTB
MoJi yrpo3ou OJOKUPOBKU «AioHa» mocie aBTOPU3aLUU B UYKOW YUETHOU
sanicu 1Cloud, pactipocTpaHeHHs B CETH MHTUMHBIX MaTepUAJIOB, «ITOTABIIMX)
B PYKH 3JIOYMBIIUICHHHKY B XOJE JOBEPHUTCIBHOW TEPENMHMCKA Ha caiTax
3HAKOMCTB, B COITMAIBHBIX CETAX, MECCeHKepax. JlocTyn K TaKuM MaTepHraiam
37TOYMBIIIICHHUK TaKKE MOXKET MOJTYYUTh MOCIE B3JI0Ma CTPAHUI] B COIIMAIbHBIX
CEeTSX U B MHBIX aKKayHTaX.

Haubosiee pacnpocTpaHeHHbIe CXeMbl W  CHOCOOBbI, KOTOpbIE
HCNOJIL3YIOT NPECTYNHUKH [JIi XUIIEHUs] JIeHEKHBIX CPeICTB B CeTH
HNurepHer.

1. TenepoHusie 3BOHKM OT HMEHH PaOOTHUKOB OAHKOBCKHUX
yUpeXKIeHUH U COTPYTHHKOB MPABOOXPAHUTEIbHBIX OPraHoB (Tpeiorn):

OaHKOBCKHI CYeT B ONMACHOCTH U HEOOXOJMMO TEPEBECTH JACHBIM Ha
«Oe30macHBIN CUeT;

MOIICHHUKA  O(OPMMJIM  KPeIUThl Ha TpPaXKIaHWMHA W 1A
IPOTUBOACHCTBUS HYKHO O(GOPMUTH CaMOMY KpEIUThl Ha MaKCHUMAaJIbHYIO
KpPEIUTOCIIOCOOHOCTh U MIEPEBECTHU JACHBI'M HA HA3BAHHBIE CUETA;

NOTEPNEBIINI y4aCTByeT B HEKOW cHeHONepanuud 10 TOWMKE
MPECTYIMHUKOB JIMOO SIKOOBI HEIOOPOCOBECTHBIX PAOOTHUKOB OaHKa, MO3TOMY
HEO0OXO0IMMO BBITIOJHSTH HYKHBIC JCHCTBUS;

M0 CYeTy TrpakJaHWHA 3aQUKCUPOBAHBI NpecTynHble (UHAHCOBBIE
omepamMu, IO3TOMY OyJeT NPOBEASH OOBICK, a YTOOBI 3TOro H30eKaTh



HEO0O0XO0IMMO «3aJIeKJIapUPOBaTh)» BCE UMEIOIIMECS CPEJICTBA MyTEM IEPEBOIa Ha
CIICIMaIbHBIN CUET;

3BOHOK OT MMEHM POJICTBEHHUKOB, sikOObI momaBmmx B JITII u mus
CMATYEHUs] OTBETCTBEHHOCTH HAJ0 IEPEBECTH JCHbIM JHOO Iepenarh HX

Kypbepy,

HeycranoBnennoe mmmo B sHBape 2025 mnocpencTBoM
TeneoHHBIX  3BOHKOB B MecceHmkepe — «Viber»,
MPENCTaBUBIIACh  COTPYJHHKAMH  TPABOOXPAHUTEIBHBIX
TpoxHeHCKH OpraHoB, TOJ MPEJJIOTOM COXPAHHOCTH JICHEKHBIX CPEJICTB,
MOCK 16.01.2025 | ¢1.209 4.3 | 3aBnaneno AeHEKHBIMU CPEACTBAMH KUTEILHULLI 'pOIHO Ha
obmyro cymmy 12000 pyOnei, KoTopble moOCJeTHAS
CaMOCTOSITEJILHO nepenena Ha YKa3aHHBIH
3JI0YMBIIUICHHUKOM CUET

HeycTaHOBIEHHOE IMIIO HOCPEACTBOM  HEPENHCKH B
MeCcCeHIKepe «TenerpamMm», non TIpeIoroM
NpeI0TBPAIEHUS TOCJAEIYIOINX APECTOB OAHKOBCKHX
) r— CUETOB, 3aBNAJE]0 NPHMHAIEKAIUME KuTemo T. Jluga
POCK 16.01.2025 | ¢1.209 4.3 | nenexHBIMH CPE/ICTBAMH B CymMMe 6onee 20 000 pyGxeii,
KOTOphlE  TOCHeJHMH  IlepeBel  HA  yKa3aHHbIE
3JIOyMBIIIJICHHUKOM CYETa

Bce ygare cxema co 3BOHKaMHU IIpruoOpeTaeT THOPUIHBIN XapaKkTeD.

[IpryuemM, 37TOYMBIIUICHHUKH TPEICTABISAIOTCS HE TOJBKO PabOTHUKAMU
0aHKOB W COTPYJHHKAMU IPABOOXPAHHUTEIBHBIX OPraHOB, HO W OINEPATOPOB
cBsizu A1l u MTC, yka3pIBalOT 0 HEOOXOIMMOCTH CKadaTh SKOOBI O(pUITHaIbHOE
NIPIIOKEHNE JTNOO0 MEePEerTH MO CChUIKE U MPEIOCTAaBUTh JOCTYII K TenedoHy, a
Takke padoTHUKaMHu «IDHeprocoObiTay, «BojgokaHalay U APYTrUX CIY>KO 1oA
IPEVIOTOM 3aMEHBI CYETYMKOB — TIPOCAT IacIIOPTHBIC JaHHBIC, 3aTeM
MOCTYIMAeT 3BOHOK OT JPYroro MOIICHHHWKA, KOTOPBIA MPEACTaBIIICTCS
COTPYIHHKOM TIPAaBOOXPAHUTEIBHBIX OpPraHOB M  yKa3bIBaeT, UYTO C
WCIIOJIb30BAaHUEM TIEPEJaHHBIX JUYHBIX JaHHBIX Ha TpakaaHWHA O(QOPMIICHBI
KPEIUTHI U HY)KHO BBITIOJHATH €0 HHCTPYKIIMH — O(OPMHUTH HOBBIC KPEIUTHI,
MIEPEBECTH BCE JICHBI'M Ha «0€30MaCHbBIN CUeTy, 3aJIeKJIapupoBaTh 1 T.1.

Heycranosnennoe nuno, 21.01.2025, mocpencTBoM 3BOHKOB
B MecceHpkepe «WhatsApp» mon mpeanzoroM NpoiJieHust
JA0TOBOPA MO OKA3aHMIO YCJIYT ONMepPaTopa COTOBOW CBS3H,
yOeMB YCTaHOBHTH NPHJIOKEHUE YIAJEHHOT0 AOCTyma
I'MOCK 24.01.2025 | c1.2124.3 | «Moii MTC», COBEpIIMIO XMIIEHHE HPUHAIIEKAIINX
xuremo T. I'ponHo 6onee 10 000 pyOieii, ocymecTBUB UX
MIEPEBOJI CO CYETA MOTEPIIEBIIETO HA HEYCTAHOBJICHHBIH CYET
37I0yMBIIIJICHHUKA




Heycranosnennoe  mumo  20.01.2025  mocpenctBoM
TenedOHHBIX 3BOHKOB B MecceHmkepe «Viber», a Takxke
MPEIOCTABIICHUS HEYCTAHOBJICHHOTO (DUIIIMHTOBOTO caifra,
MPEACTaBUBIINCE COTPYAHUKOM «Bogokananay, 3aBiaaeno
I'MOCK 20.01.2025 | cr.212 9.1 | npuHamIekKAIUMH KUTEAbHULE T. ['POJHO PEKBU3HTAMU
BIIK OAO «IIpnopbank», otkyna mepeseno Oonee 2 800
pyOuieit Ha MHBIE cUeTa

CXEM npu oCylIecTBJ€HHM 3BOHKOB Yy 3JI0yMbINIJIEHHUKOB
MHOKECTBO — HO oHM HMCHOJB3YIOT 2 cmoco6a xumenusi (yOexmaroT
IpaKJIaH MEPEBECTU JICHEKHBIE CPEJICTBA CAMOCTOSATENbHO JIMOO MBITAIOTCS
MOJIYYHTh «KJIYH» OT cYeTa — peKBU3UTHI 0aHKOBCKUX KapT (BIIK), koap u3
CMC, mnonyuuTh YyHAAJEHHBIM MOOCTYNl K TenedoHy NyTEeM MPEII0oKEeHUs
YCTaHOBUTH MPEJJIOKEHHYIO TPOrpaMMy IO MPEJOCTABICHHOM CChUIKE, IEPEUTH
IO CCBIJIKE U BBECTHU B (pOpMyY JInUHbIE U (PMHAHCOBBIE JaHHBIC).

HY>KHO 3HATD:

OaHKOBCKUIM CUET anmpuopH B 0€30MacHOCTH (€CIM HUKAKUE JIMYHbIC
JAHHbIEC TPaXAAHUHOM HE MPEAOCTABISIMCh U HE BBOJMIINCh HA HEM3BECTHBIX
pecypcax, OCOOEHHO MO MPEIJIOKEHUIO 3BOHSIIMX JIMI, B TOM YHCIE HE
yCTaHaBJIUBAIUCH KaKUe-Tu00 MpOrpaMMbl);

pabOTHUKHU 0aHKa, COTPYAHUKH MPABOOXPAHUTEIBHBIX OPraHOB He OyIYyT
NMPOCUTH JIUYHBIE JaHHbIe, KoJAblI 13 CMC, npocuth coBepiiaTh Kakue-amoo
JNEUCTBUS CO CYETOM, HEe 3BOHSAT B MECCEH/IKepax;

pabotnuku O6anka CAMOCTOSMTEJIBHO 1npu  nomo3peHusx
3a0JI0KMPYIOT CUET/aHHYIUPYIOT KPEIUT U T.II.

[Tpu Takux mpock0ax B X0/€ 3BOHKA — HEOOXOAMMO B3SITh May3y (001yMaTh
IPOUCXOASIIEE: CO CYETOM K€ HMYEro HE COBepllaj, KapTy He Tepsiia), He
nepeaaBaTbh HUKAKUX JAHHBIX U HE COBEpUIATh HUKAKuX AercrBuii; [IPU
JITOBBIX I[TPOCBBAX ITPEJJOCTABUTD JIMYHBIE JINBO ®PUUHAHCOBBIE
JTAHHBIE - 3aBepmiuTh pa3roBop 1 nepe3BOHUTH B cBoOi OaHk 1100 B OB/J;

Kpome 3toro, morepneBumieMy 3BOHSIIAM TAaKK€ MOTYT BBICBUIATHCS B
MecceHkepe ¢doTtorpadun CIyKEOHBIX yIOCTOBEPEHUH, 3TTOYMBIIIICHHUKH
WHCTPYKTUPYIOT Kak ce0s BecTd mnpu oQopMIeHHWH KpeauTa B OaHKe.
[IpecTymHukn  NEWCTBYIOT  HACTOJNBKO  yOEMUTENBHO, YTO  3a4acTYIO
MOTEPIEBIINE OCYIIECTBISIOT MEPEBOJbl B TCUCHUE HECKOJbKUX JHEU, HUMes
peagbHOE BpeMs MOoJayMaTh Haj MpoucxoasimuMm. OuYeHb Y4acTO MPOUCXOMIST
WHCIICHUPOBKH C HECKOJIbKUMH JIMIIaMU (3BOHSIIIMMHU )

2. TOPTOBJISI na ®EMKOBBIX TPEMJIUMHT OBBIX BUPKAX n
yuyactue B (eiikoBbix wunHBecTnpoekrax («beaTpancl’'A3, «I'asmpom
HNuBecT» 1 T.11.) CXEMBbI 0OTMEYAIOTCS 00JBIITHM YIIEPOOM.



B cerm wuHTEpHET pa3sMEUIEHbl MHOXECTBO  HWHTEPHET-CAWTOB,
UMUTHUPYIOUIUX pa3inyHbie ¢(eHKOBble HWHTEPHET-OMP:KM I 3apaboTka
JNEHEeXKHBIX cpeAcTB Ha Toprax. Cmam pekilama O JIaHHBIX —calTax
pacmpocrtpaHseTcs nmocroay B cetu MurepHer. Hepenko mepexony Ha Takou
CalT NPEAUIECTBYET 3HAKOMCTBO B CETH ITAPHS C «JIEBYILIKOW», PEKIIAMUPYIOLLIEH
OIIPEJICICHHBIN CAalT KaK «IpUOBUIbHBIIY. J{0BEpUMBBIE IpakIaHe NEPEXOAAT 10
CCBUIKE, HE IIPOBEPUB MCTOPHUI0 U OT3BIBBI pecypca, BCTYNAKT C Tak
Ha3bIBAEMbBIMH MPEJCTABUTEISIMUA OUPKU B MEPEenUCKy. ['paxaaH yOexaaoT B
BBICOKHX JIOXO0JIaX, Y€MY CIIOCOOCTBYIOT COAEpIKaIiecs Ha pecypce KpacHuBbIC (1)GI>'IKOBI>I€ OT3BIBBI 00
3¢ (PEeKTUBHOCTH TOPToOB. Y OSKAAIOT NEPEUUCIATH JEHIU HA TIPEI0CTABICHHbIE
HOMEpa OaHKOBCKMX CUYETOB, HEpPEOKO Ha  KpUOTOKOWIETbKH. Jlis
yOeIUTENbHOCTH CO3JAl0T <GKEPTBaM» JIMUHbIE aKKayHThl Ha JIAHHBIX CaWTax,
rje sSIKoObl OTOOpaXkaloTCsi CyMMbl BHECEHHBIX JICHEKHBIX CpPEACTB. A Korja
YEJIOBEK PELIAET BBIBECTH «HUMEKOIIME HA CYETY» U BIIOKEHHBIE JEHbBIU,
HAYMHAETCS «UCTOPHS» O HEOOXOJMMOCTH BHECEHUs Halora, CTPaXxOBKH,
KOMIIEHCAIlUU U T.J., BBIHYKJas IOTEPIIEBIIETO BHOCUTH OYEPEAHBIE CYMMBI
neHer cpeacTB. [Ipu aToM «okepTBe» BHaUYaie MOTYT JaTh 3apadorath okojo 100
pyOseit Uit co3aaHusl BUIAMMOCTH YCIEITHOCTH MPOEKTA.

Heycranosnennoe nuuo, B nepuof Bpemenu ¢ 13.01.2025 no
23.01.2025, Haxonsich B  HEYCTaHOBJIEHHOM  MECTe,
MOCPEICTBOM IEpenucku B MecceHmxkepe «Temerpam» c
akkayHTa @LubimovaTatl, mox npeamoroM HHBECTUPOBAHUS
30.01.2025 | c1.209 4.3 | AeHE:KHBIX CPeICTB Ha OHMpiKe, 3aBIAJCIO JICHEKHBIMH
cpenctBamu skutenst r. I'pogHo Ha oOmyro cymmy 16 000
pyOuIteii, KOTOphIe TIOTEPIIEBIINA B CAMOCTOSTENBEHO TIEpeBeT
Ha cuera, yKa3aHHBIE 37I0YMBIIIIJIEHHUKOM
(platformdonald.com)

Heycranosnennoe mmmo, B mepuon c¢ 26.12.2024 1o
21.01.2025, Haxonmschb B HEYCTAHOBICHHOM MECTE, MO
cpelcTBaM MOOWJIBHOTO MpHJOKeHus «Batcammy, mox
npeIoroM 3apaboTka B ceTi HTEpHET MpH OCYIIeCTBICHUH
Boskosbicekuit | 21.01.2025 | ¢1.209 4.3 | Topropnm Ha BamOTHOH OHMpKe, Ha HEYCTAHOBJIEHHOM
POCK MHTEpHET-pecypce, OOMaHHBIM MyTEM YOEIUIIO KUTEIbHUILY
BounkoBeiccka mepeuncnuts 18 000 pyOineit Ha pa3iudHbIC
cyeTa I0 MPEeJCTABICHHBIM PEKBU3UTAM

I'MOCK

HYKHO 3HATD

psin GEeUKOBBIX CATOB B CeTH MHTEpHET MO3UIIMOHUPYIOT ceOst Onprramu,
KOHWMH HE SIBJISTFOTCS, HET IMOJTHBIX TApAHTHH B 3apa00TKE U UCKIFOUCHUH TTOTEPH
JICHEKHBIX CPEJICTB;

TaKUe CalThl MOTYT OBITh CO3/IaHBI 32 CYNTAHHOE BPEMS W3 JTFO00H TOYKH
MHpa, HANTH MX BJIaJICIbIIEB KPaHE 3aTPYIHUTEIIHHO;

a0COJIIOTHOE OOJIBIIMHCTBO TaKUX CAlTOB UMEIOT B MHTEpHETE KpailHe
OTpHUIIATETBHBIE OT3BIBBI, KOTOPBIC JIETKO HAWTHU MyTEM IMOMCKOBBIX 3alIPOCOB B
CETH;




delikoBbie OUPKU, KaK MPABUIIO, CO3/IaHbBI (3apErUCTPUPOBAHBI) HE OoJiee
roja HazaJ, a TO W Mecslbl A0 Hadaja (QYHKIMOHUPOBAHUS, UYTO JIETKO
IPOBEPUTH B c€TH ITHTEpHET;

JUISL yKa3aHHOW JEsTebHOCTH HY)KHBIE OOJBIINE IMO3HAHUS U OIbIT
paboThl C O(QUUUATBLHBIMU HM3BECTHBIMM HHTEPHET-pECcypcamu, aOCOJIIOTHOE
OOJBIIMHCTBO TAaKUX PECYPCOB M peKjaMa Ha HUX B COLMAIBHBIX CETIX —
®EHK!

Kpome storo, B cetu MuTepHeT pacmpocTpaHsieTcs MHOTO (DEHKOBBIX
PECYpCOB, PEKIAMHUPYIOIIMX YCIYTH OT HMMEHH IOPUCTOB, IOPUIUYECKHX U
JIPYTUX OpraHMu3alliid, areHTCTB U (DOHIOB B OKA3aHHUH MOMOIIU MO BO3BpATY
NEpPEeBEJICHHbIX ~ CPEACTB  MOIIEHHMKaM W JDKeOpokepam,  Korja
37IOYMBIIUICHHUKA BHOBB MOMPOCIT TEPEBECTH JACHEKHBIE CPEJCTBA 3a COM
yCIIyTH, IPEIOCTAaBUTh PEKBU3UTHI CUETA U TaK Jajee. MI3BecTHBI cilydan, Koraa
TaKUM 00pa3oM IpakIaHe JBaXKIbl TEPSUIA CBOUM JICHBTH.

3. Tperbss cxema — ¢elikOBble MHTEPHET-Mara3uHbl 10 MPOHANKE
ToBapoB (00yBb, oOjeKma, MeOenb, IIBEThI, MOPEHPOAYKTHI M T.A.) H
NpeIoCTABJIEHNH YCJIYI, B YaCTHOCTH B colMalibHOU ceTu «HHcTrarpamy.
CtpaHulibl ¢ U300paXKEHUEM KPACHBBIX TOBAPOB, Y KOTOPBIX CTOMMOCTBIO HIKE
PBIHOYHOHM, C OOJBIIUM YHCIOM TMOJMUCYUKOB MU PSIAOM TMOJOKUTEIHHBIX
OT3BIBOB — HE BBI3BIBAIOT Y OYAYIIUX KEPTB COMHEHUN B MOUTMHHOCTH. JKemast
pUOOPECTH TOT WIIM MHOM TOBap, TpaKJaHe OCYIISCTBIISAIOT MEPEBO/I ICHET 3a
HUX B KauyecTBE IMPEJOIUIaThl WM IIOJHOW OIIaThl Ha IOAKOHTPOJBHEIC
37I0YMBIIIUICHHUKAM CUeTa.

HeycTaHoBIEHHOE THII0, HAXO/ICH B HEYCTAHOBICHHOM MECTE,
B COIMATIbHOM ceTH «Instagramy» ¢ ceTeBbIM UMEHEM
«by.littlekids» (ID 44902229717), B nepuox ¢ 11.01.2025, mox
yama 22.01.2025 | ¢1.209 4.1 | mpeasIOoroM MPOJaXKu AETCKOM KOJISICKU, COBEPILIUIIO XUIIICHUE
JIEHEXKHBIX cpeAcTB x)uTenpHunb! [lyunna B cymme 6omee 500
pyOuieii, KOTOpbIC ObLIU MEPEUMCIICHBI TOCIICAHEH Ha
0aHKOBCKHI CYET 3JI0YMBIIUICHHUKA

Heycranosnennoe nuio, B mepuop ¢ 22.01.2025 mo 16.29
yacoB 23.01.2025, nocpeacTBOM MEPENUCKHU B COUUATBHON
cetn «Instagram» ¢ umenu noss3oBareist (@hall_konfiscate u B
Mmeccenkepe «Telegramy» ¢ nMeHu monb3oBarenst (@Artemhall,
MOJT TIPEJYIOTOM TIPoJIaku MOOMIIbHOTO Tenedona «iPhone 14
Proy, 3aBianeno npuHaaIeKauMe XUTETO [ poaHo
JIeHe)KHBIME cpenicTBaMu B cymme 1000 pyOieit, koTopsie
MOCIIEIHUY TIepeBEN Ha YKa3aHHBIHN 3JI0YMBIIIIICHHUKOM CUET

I'MOCK 27.01.2025 | c1.209 u.1




HYKHO 3HATD:

paHee HEU3BECTHbIE MHTEPHET-Mara3uHbl, padOTalIIMe TOJBKO IO
npeaoIyiaTe | IMpeJiaraloiiue TOBapbl CTOMMOCTBIO HHXKE PBIHOYHOM,
UCKIIIOUUTENIbHO C TOJOKUTEIbHBIMUA OT3bIBAMU — BBICOKMM PHUCK MOTEPH
CpPEIICTB;

dboTorpaguu UMEIONIUMXCS TOBAPOB HA MHOXKECTBE pa3HbIX (DOHOB (B
pa3HbIX MOMENIEHUSX) — OJWH W3 NPU3HAKOB (PEMKOBOro MarasuwHa, JaHHbIE
¢doTo ckauansl B cetu IHTEpHET;

noo0HbIe (HEMKOBBIE AKKAYHTHI JIETKO CO3JAlOTCA B CUUTAHHBIEC YacChl,
OT3BIBBI M TOJANMMCKHA HMCKYCCTBEHHO HAKPYYUBAIOTCS, UX BIAICNbI[BI MOTYT
HAXOJIUTHCS B JIFOOOM TOYKE MUPA, YTO YCIOKHSIET UX YCTAaHOBIICHUE;

Oonee 0€30MacHO OCYIIECTBISATH MOKYIKH B WHTEpPHET-Mara3uHax Ha
W3BECTHBIX M MTPOBEPEHHBIX NHTEPHET-TUIONMAIKaX (M3BECTHBIE MAPKETILICHCHI);

IpU OHJIAMH-TIOKYNKAaX PEKOMEHIYETCS HE HCMOJb30BaTh OCHOBHYIO
OAHKOBCKYIO KapTy, a 0(pOPMUTH BUPTYAJIbHYIO U ME€PE]] COBEPIIEHUEM MOKYIKH
NEePEBOAUTH HA HEE HEOOXOAUMYIO CYMMY.

4. YerBeprasa — OPUIINHI - pummHroBsie caiiTbl 0aHKOB (MHTEPHET-
0OAHKHMHI, aKIIUHU 110 BbIIJIaTe 00HYCOB U BO3HATPAXKIACHUN 32 MPOXO0KICHUE
onpocoB), a Takike — ¢(pumuHrosbie CEPBUCDHI cayxk0 mocraBku ujiau
omaatsel (ot umenn «CDEK», «Europochta» u ap.)

B ceru HHTepHeT MOryr HOSABIATBCA PAX CAUTOB, UMUTHUPYIOIIUX
CTapTOBbIE CTpPaHUIIBl MHTEepHET-OaHkuHra. JKemas 3alTH B MNPUIIOKEHUE,
rpaXaaHe WINYT CTPAHUILy UWHTEpHET-OaHKUHra CBOEro OaHKa MyTeM
MOMCKOBOTO 3armpoca B Opaysepe. Hepenko B mepBbIX pe3yibTaTax MOUCKA 3a
Ha3BaHUEM abOOpeBUATyphl (PUHAHCOBOTO YUYPEXKICHHUS KPOETCS CChUIKa Ha
(UIIMHTOBBIA CaWT, BHEIIHE HUYEM HE OTIWYAIOIIMICS OT OpPUTHHAjA, HO
UMEIOIMIA MHOM ajpec B Opay3epHOU cTpouke. OTIn4aTbCs MOXET OJHUM
CUMBOJIOM OT MPaBUJIBLHOTO ajpeca. BBoas Ha TakoM caiiTe JIOTMH U MapoJib
BJIQJIETICI] cUeTa MPEJOCTABIACT JOCTYN K MHTEPHET-OAHKUHTY, a 3TO IMOJIHBIM
JIOCTYII K cueTy. Uepe3 CUMTaHHbIE MUHYTHI ICHEXKHBIE CPEACTBA MEPEBOMASTCA
Ha UHOM CYET.

Hepenko monp30oBaTrenn Cce€TM MOTYT HATKHYTBCS Ha Pa3jInYHbIC
peKJIaMHbBIE aKIMU OeJOPYCCKUX OaHKOB, pa3MEIEHHbIE Ha HEO(PHUITMATHHBIX
BeO-caiitax. Kak mpaBusio, Ay momydeHus: BOZHArpakJAeHus, TaM HE00X0IUMO
BBECTH PEKBU3UTHI OAHKOBCKOM KapThl, 3-X3HAYHBIH HOMEP U MTOCTYIUBIIHNMI KO/
n3 CMC, HO BMECTO BBIMTPHIIIA MPOUCXOIUT CHUCAHUE JECHEKHBIX CPEJICTB CO
cyeTa.



Heycranosnennoe mumo  30.07.2024, wHaxomsce B
HEYCTaHOBICHHOM MecTe, c UCTIOJIb30BaHUEM
¢ummHroBoii  cchku - «https://oprosbyn.online», 1oz
I'MOCK 06.08.2024 | ct.212 4.1 | mpeayIOroM MPOXOXKJICHHS OIpoca Ha KayecTBo yciuyr 3A0
«Anbda-bank», 3aBnaneno peksmsutamu bIIK 1 komamu
13 CMC xxutenpHULB! [ pOHO M MOXUTHIIO C ee KapT-cyeTa
8000 pyOmeit

CTOUT MOMHUTH, YTO (PUIITUHTOBBIE CCHUIKU MOTYT OBITh MPEIOCTABIICHBI U
Ha calTax MOKYIKH/TIPOJAXXH TOBApOB, TMOJ BHJOM IIOKYIKH TOBapoOB C
npeaocTasiienneM Gpopm a1t BBoaa pekBu3uToB BIIK m1st moydenus neHexxHbIX
cpeactB. Hepenku ciydaw, Korja MoOCi€ IMOJYYEHHS 3JI0yMBIIIJICHHUKOM
JICHEKHOTO TMEPEBO/IA, C 1IEJIbIO JAbHENIIIET0 XUIIIEHHS OH 110 BUJIOM BO3BpaTa
CpeACTB  (HampuMmep, TOBap  3aKOHYMWJCA) YOEXJIaeT  IOTEPIEBIIETO
MPEJOCTAaBUTh MEPEUTH MO MPEIOCTABICHHON CChUIKE M B (peKOBOE MOJIe Ha
WHTEPHET-CTpaHuIle BBeCTU PeKBU3UTHI BIIK sk00BI JjIsl TOTyUeHHsS] CPEACTB
oOpaTHO, OJIHAKO, 3aBJaJ€B PEKBU3UTAMU, C UX HCIOJIb30BAHUEM

3JIOYMBIIIJICHHUK ITOXHUITACT ACHCIKHBIC CPCACTBA C KaApT-CUCTA
Heycranosnennoe muno, 05.01.2025, Haxomsice B
HEYCTAaHOBJICHHOM MECTE, IOCPEICTBOM IIEPENUCKH B
Meccenmkepe «Telegram» 0T WMEHM TIONB30BaTENs
«Poman», TpeACTaBUBIIMCH  MPOJABIOM  Mara3wHa
Jlunckuit 06.01.2025 | c1.212 4.1 «seafood.by», mon TPEAIOroM  BO3BPATa  JICHEKHBIX
POCK CpPEJICTB 3a HeNpeI0CTaBIEHHBIN TOBAp, C UCTIOIb30BAHUEM
¢ummHroBoit cebutky https:/transfer-bell.online/835a2f53-
0475-4506-87b0-9ae74e8621ed, 3aBnameno IEHEKHBIMU
CpelcTBaMH JKUTENBHUIBI T. Jluma B cymme Ooiee 860
pyoneit

HY/KHO 3HATDH

IIpn ocymecTBjieHMH JOCTYyHma K CHCTeMe MHTEPHeT-OaAHKUHT
MOMHHUTE:

HeJIb35l MCKaTh CalWT MHTEpHET-0OaHKa IyTeM MOMCKOBOIO 3ampoca B
Opaysepe. Anpec caiita 6aHka (CTpaHUIIbI HHTEPHET-0AaHKWHTA) HY>KHO 3HATh U
BBO/JIUTH «BPYUYHYIO» B IpECHOM CTPOKE. A Jyule 100aBUTh B CIIMCOK 3aKJIaJ0K
Opay3epa, WM HCIIOJIb30BaTh MOOWIBHOE MPUIIOKEHHE. AKIUM OT HMMEHH
0aHKOB 0 BbIILIATE CPEACTB 32 MPOX0KAeHNEe AHKETUPOBAHMS WJIN ONIPOCca —
®ENK! He BBOAMTE THYHbIE WIH GHHAHCOBBIC PEKBH3UTHI MOC/IE MEPexoaa
110 HEM3BECTHBIM CCHLIKAM.

5. IlaTass — MHTEepHET BBLIMOIaTeJbCTBO. B X0Je 10BEpUTEIHHOTO
obOmenuss B cetn MHTepHer (Hampumep, ¢ TMapHEM OT HUMEHHU JEBYIIKH B
MECCEHKEPE WM COLIMATBHOM CETH) 3JI0yMBINIJIEHHUK MOJIy4aeT HHTUMHbIE
MaTepuaJibl, MOCje Yero 3a HepasrialleHue ux TpeOyeT nmepeBojia JSHEKHBIX
cpeactB. M3BecTHbl psang (pakToB, KOrja IPH AHAIOTHYHBIX TIEPEIHCKaxX C



«0OpaTHOM CTOPOHBI CETH» TOJIL30BATENh MPOCUT Ha Ali(oHe aBTOPHU30BATHCA
NOTEPIIeBIEro B 4ykoi yderHo#t 3ammcu iCloud, mocne gero, 3Has maposb,
yAaJIeHHOTO OJ0KUpyeT TenedoH U TpeOyeT AECHBIU 3a Pa30JIOKUPOBKY.

HYKHO 3HATbH

3a «aBaTapKoW» Jpyra Wid CIy4alhHOTO 3HAKOMOI'O MOYKET CKPBIBATHCA
MPECTYNIHUK, HE CTOUT PACIPOCTPAHATH B CETHU JMYHBICE MAaTEpUANIbl WU
(MHaHCOBbBIE JaHHBIE;

HUKOTJa HE BXOJMUTE MO MPOChOE CIydyalHBIX 3HAKOMBIX B YYETHYIO
3anpuck iICloud wnm nHbIC

6. Illlectasm — HaOWpaeT MOMYJSIPHOCTh Yy 3JIOYMBIIIJICHHUKOB CXeMa
«Peiik-00cc»

ClieICTBEHHBIM  KOMHUTETOM  OTMEYAETCA  POCT  MPECTYIUICHUN,
CONPOBOK/IAEMbIX HECAHKIIMOHUPOBAHHBIM JOCTYIIOM K YYETHBIM 3alUCIM
WHTEPHET-MECCEH/IPKEPOB U COIMAJLHBIX CETe B OTHOUICHUM PAOOTHUKOB
OpraHu3alyi U IPEaIPUITUN.

3M0yMBIIIJICHHUKH H3Y4YaloT CpPeACTBa OOMEHAa COOOIIECHUSAMH (JTaHHbBIE
YYaCTHUKOB IIEPEIUCKH, COAEpKAHUE CO0O1IEeHN I
B yaTax, pynnax, KaHajaax U JUYHBIX [IEPENHUCKaxX ) B pa3INYHbIX MECCEHKEPaX
U COIMAIbHBIX CETAX, HCIOJIb3YEeMBbIX PAOOTHUKAMU I KOMMYHUKAIIUH,
ONPENEISAIOT YUYETHBIE 3alUCH PYKOBOAUTEINECH, CO3AAI0OT KOMHUHM HMX YYETHBIX
3alMCEM U BCTYIAIOT B JUYHYIO MEPEMUCKY C UHBIMA YYACTHUKAMU TAKUX YaTOB.

B xone mepenucku, BbiiaBasi ceOsi 32 PYKOBOJUTENS, 3JI0YMBIIIJICHHUK
COOOIIaeT BHIMBIIIJICHHBIE CBEACHUS O TOM, YTO PAaOOTHUKOM HHTEPECOBAIIMCH
COTPYJHHUKH TMPABOOXPAHUTEIbHBIX OpPraHoB (HA3bIBA€T [JIAaHHBIE ATHUX
«COTPYHUKOBY») M HACTaMBaeT HA COXPaHEHUW KOHQPUIEHIIMATHLHOCTH (akTa
oOmeHns. YKa3aHHBI TCUXOJOTUYECKHM MpUEM B PsAC CIydaeB CHIDKACT
YPOBEHb KPUTHYECKOM OLIEHKM TPAXKIAHWHOM TNOCIEAYIOIUX JEUCTBUU
MPECTYITHUKOB, 00ecIieurBasi 0€CIPEeKOCIOBHOE BBIMOJHEHUE TOCTYNAIOIINX OT
HUX YKa3aHUM.

Jlanee rpak1aHUHY NOCTYNAOT 3BOHKH MTOCPEICTBOM MECCEHIKEPOB WIIU
TeraeOHHOM CBSI3U OT SKOOBI COTPYIHUKOB MPaBOOXPAHUTEIHHBIX OPraHOB, a
Takke OaHKOBCKUX YUPEXKICHUH, B HEKOTOPBIX CIydasX C JIEMOHCTpaluen
MOCPEJICTBOM  MECCEH/KepoB  ¢oTorpadmy  TOMIETBHBIX  CIY>KEOHBIX
yaoctoBepenuii. B xome  Oecembl  MCEBAOCOTPYIHUKH  YOEXKHArOT
B HEOOXOJMMOCTH COBEPIICHUS OMNPEACICHHBIX IEHCTBUN, B TOM YHCIIC
M0 TEPEUMCIICHUIO JECHEXHBIX CPEACTB MOJ PA3JUYHBIMU MOUICHHUYECKUMU
MPEIJIOTaMH.

HYKHO 3HATD:
MpU MOCTYIUICHUH TOJAOOHBIX COOOIIEHUH B MECCEH/KEpax MPOBEPATH
MPUHAJIEKHOCTh COOTBETCTBYIOLIEH YYETHOM 3aluCHA TOMY JIAIy, UMEHEM




KOTOpPOr0 y4YeTHas 3amuch Ha3zBaHa MW (WiM) (OTOM300pakeHHE KOTOPOTro
OpPUCYTCTBYeT B Tmpoduie (CBEpUTh AOOHEHTCKUM HOMEp, CBS3aThCs
C BJIQJICNIbLIEM YUYETHOM 3aIKCH 110 UHBIM KaHajlaM CBSI3H);

HUKOMY HE coo0IIAaTh PEKBU3UTHI 0aHKOBCKHX KapT,
ayTeHTU(PUKAIIMOHHBIE JaHHBIE JUIsi JOCTyna K OaHKOBCKMM CYETaM,
COJIep>KaHue SMS-COOOIIEHUM, MOCTYNMUBIINX HA JIUYHbIE ADOHEHTCKUE HOMEPA;

B CJIy4ae OCYIIECTBJICHUSI HECAHKIMOHUPOBAHHOTO JOCTyNa K y4ETHOU
3alUCH  WHTEPHET-MECCEH/Kepa WM  COLMAJIbHOM CE€TH  MNPUHUMATH
HEe3aMeJIUTEIbHbBIE MEPHI IO YBEAOMIICHHIO O CITYUMBILIEMCS IPaK/iaH, O0IICHUE
C KOTOPBIMU OCYIIECTBJSUIOCH B YyKa3aHHOM HWHTEPHET-MECCEHKEPE WU
COLIMAIBHOW CETH, C UEIbI0 MPEAYNPEXKACHUS O BO3MOXHBIX MMOIBITKAX
OCYIIECTBJICHUS B OTHOIICHUH HUX MPECTYIHBIX JEHCTBUIA;

HE3aMEJJIMTEIbHO ~ MUHPOPMHUPOBATH O  BBISIBJICHHBIX  IOMBITKAX
PYKOBOJCTBO  OpraHm3anuu  (MpeAnpusaTHs) IS NPUHATHS — MeEp
M0 YIPEXKICHUIO TMOJOOHBIX JEUCTBUH M MPABOOXPAHUTEIIbBHBIE OpPTaHbl
JUJIsl pearupoBaHusI.

Taxxe (pexe) B I'poaHeHCKOM 00acTh (PUKCUPYIOTCA HMHBIE CXEMBbI
KHOEPIPECTYTICHUN:

OIUIaTa HA COMHUTEJIBHBIX CalTax ycJayr oopmMieHUs BU3 JUUIA BbIE3/a B
JpYTHUE CTPAHBL;

MIEPEBO/I JICHET «BO3JII00JEHHOMY), MPEACTABISAIONIEMYCS KCHIIIMHAM B
MEpPErnucKe B  MECCEHJKEpPE  «BOCHHBIM»,  «BPadoM», «YMHUPAIOIUM
MUJUTHOHEPOM», «aKTEPOM», MOMABIIIEMY B CJIOXKHYIO CHUTYallUI0, TPEOYIOUTYIO
OIUIaThl PacxXoJOB s mpues3na B Pecmybnuky benapych, pacTamokuBaHUS
«IIEHHOTO ToJapKa» W T.M. (Hampumep, u3BecTeH (hakT OOIIEHHS OT WMEHH
aktepa Kuany Pus3a);

3aBJIaJICHUE JCHbIAMHU B BUJE MPEAOIIATHI O OOBSABICHUSIM 00 apeHje
KBS,

3aBjajZieHue MoJa BUJIOM (DEUKOBBIX OOBSBICHUM O TMOMOIIM OOJHHBIM
JTr05M (0J1ar0TBOPUTEIBHOCTD),

XUIIEHUE MYyTEM MTPOCHO 00 010JI7KEeHUM JICHS)KHBIX CPEJICTB B COITUATILHOM
CETH WJIM B MECCEH[KEPE OOpATUBIIEMYCS B MepPenucKe «APyry».

BAKHO 3HATD:

PSAI CaliTOB MO0 aKKayHTOB MOTYT OBITh (DEHKOBBIMHU, OHU CO3JIAIOTCS B
a000M TOYKE MHUpa, HEIb3sl peraTh Jo0ble (PUHAHCOBBIE BOMPOCHI B CETU
NHTepHeT, 00CTOSTEIhCTBA YTOYHATH JUYHBIM 3BOHKOM WJIM TPU BCTPEUE;
HENB3s COoOOIaTh JWYHbIE U (UHAHCOBBIC JaHHBIE, TEPEXOJAUTH TO
HEU3BECTHBIM CCHLJIKAM M caiiTaM, KOrja MoTpeOyeTcs BBOJ JIMYHBIX JAHHBIX U
PEKBU3UTOB (macrnopTHbie JaHHbie, pekBU3UTHI BIIK, koab1 u3 CMC, 10oTuHBI U
MApOJIM K YUEHBIM 3aITUCSM, CKAUMBAHUE MMPOTPaMM, MOATBEPKACHHUE 3a1poca Ha
MOJIKJTIFOYEHUE aKKayHTa Ha BTOPOE YCTPOMCTBO M T.J




K coxasieHnro, 1aTh peKOMEHAALUHU O MOBEACHUHN B KaKJIOM BO3MOXKHOM
cllydae HEeJb3s, HO BCEM IpakJaHaM B JIFOOON CUTyalluu CIEAyeT HE TepATb
OIUTENBHOCTh, OOJYyMaHHO OTHOCHUTCSI KO BCEMY IPOMCXOJSILIEMY B CETU
WNuTepuer. Heo6X0quMO MBICIUTh KPUTHUECKH U HE MPUHUMATh MOCHEIIHBIX
pemrenuii. IlocoBerylitech € 4ieHaMM CeMbU WM Jpy3biaMu. Benp B
OOJBUIMHCTBE CIY4YaeB U3JIMILIHSS TOBEPUYUBOCTh U HEOCMOTPUTEIBHOCTh CAMUX
rpa’kJaH CIOCOOCTBYET COBEPIICHUIO BBILICYKA3aHHBIX MPECTYIICHUM.



